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@UIIMHT — B TIEPEBOJIE C AaHTJIMHCKOTO pulbarka. Ho naxe eciau BOKpYr HE BUAHO HH
pBIOBI, HU yZIOYEK, YJIOB KHOEpPIPECTYMHUKOB MOKET OBbITh HEMajbIM, TEM 0OJee UTO B UX
apceHase - OrpOMHBIA BbIOOp CIOCOOOB 0OMaHOM YyOEIWTh MOJb30BATENS PACKPHITH CBOU
KOH(UIACHIIMATIbHBIE JaHHbIE.

Yro Takoe (pMmMHIrOBasi aTaka?
@UIUMHT — 3TO OCOOBI BHUJ KOMIBIOTEPHOTO MOIlEHHUYeCTBA. DUINMHT-aTaKu
OpPraHU3YIOTCS CIEAYIOIIUM 00pa3oM:

KubepnpecmynHuku co30arom NOoOJNOJCHbIL  Calim, KOMOpwlll  8bleaoum 8
MOYHOCMU MAK Jce, KaK caum OaHKa uiu caum, npou3eoosuull @uHancossie
pacuemvl uepe3 ummepHem. 3amem MOUIEHHUKU NbIMAIOMCA OOMAHHLIM Nymem
000UmMbCsl, YMoObL NONL308AMENb NOCEMUT ALUUUBDILL CAUM U 86€]l HA HEM C80U
KOHGpuOenyuanvhvie OaHHble — HaAnpumep, pecUcCmMpayuoHHOe UM, NApob UlU
PIN-x00. Hcnonv3ys ux, 310yMblileHHUKU KPAOYm OeHb2lU CO CUemo8 NONAGUIUXCs
Ha YOOUKY Nonb308amenell.

OObIYHO JI1 TPHUBJICYEHHUS TOJB30BaTENed Ha TOJJIOXKHBIA CalT ucnov3yemcs
MaAccoeasn paccvliika 3J1eKMPOHHBIX COOOU{eHUll, KOTOPbIe BBITTSAAT TakK, Kak OyATO OHU
OTMPABIICHBI OAHKOM WJIM WHBIM PEATHHO CYIIECTBYIOIMM (PMHAHCOBBIM yUPEKICHHEM, HO
IIPU 3TOM COAEPKAT CCBUIKY Ha NOJJIOKHBIM cauT. [Ipolasg mo ccelike, BbI ITONALAcTe Ha
MOAACIIbHBIN CAlT, TJIe BaM IIPEAJIaracTcsl BBECTH Ballld YYETHbIE AaHHbIE. HacTo 6 umune-
COOOWICHUAX UCNONIL3YIOMCA Me Jice J020MUnvl U 0QopMieHue, Ymo U 6 NUCbMAX
Hacmoawye2o 6amka, a TaKKe CChUIKHU, NMOXO0XKME Ha peasibHbIM ajipec 0aHKa B MHTEPHETE.
Kpome TOro, cooOuieHue MOMXKET coAepX aTh Balle MMs, Kak OyJITO OHO JEWCTBUTEIBHO
aZpEeCOBAaHO BaM JIMYHO. B nucemax mowieHHUKO08 00b14HO npugooumcsa npagoonodoonas
npuuuna, mpeodyrwuiaa 66ooa eamu na caime ''oanka'’’ ceoux oannvix. Hanpumep, Baii
O0aHK SIKOOBbI TMPOBOAMT BHIOOPOUYHYIO TMPOBEPKY OE30MACHOCTH YYETHBIX 3alucel Wiu
W3MEHWI CBOIO KOMIBIOTEPHYIO HWH(PACTPYKTYpPy, B CBSI3M C UYEM BCEM KIMEHTaM
HE0OXOMMO 3aHOBO BBECTH CBOM JINYHBIC JTAHHBIC.

Kak 3amuTuthesi 0T (QUIINHTOBBIX aTak?

CoOuroieHre TePEYHCIICHHBIX HIDKE TPABHJI TTO3BOJUT BaM YCIEITHO MPOTHUBOCTOSITh
(UIIMHTOBBIM aTaKaM.

- OTHOCHTECH € OMACKOM K COOOLIEHHSIM, B KOTOPBIX BAC MPOCAT YKA3aTh BAIIU
JIU4YHbIe JaHHbIe. BEpOATHOCTH TOr0, YTO Balll 0AHK MOXET 3allPOCUTh MOJ0OHbBIC JaHHbBIC
[0 DBJICKTPOHHOM IIOYTE, YPE3BBIUAMHO Maya. Eciii BBl MOJYYMJIM BJIEKTPOHHOE ITHUCHMO,
SAKOOBI OTIIPaBIICHHOE OaHKOM, MEPE3BOHUTE B OaHK W YTOUHHTE, JCHCTBUTENIBHO JIU BaMm
IIOCBIIAJIM COOOIIICHHE.

- He 3amoyiHsiiiTe MOJy4YeHHBbIE 10 3JIEKTPOHHOM MOYTE aHKEThI, MPeAnoJaraiume
BBOJ JHMYHBIX JdaHHbIX. [lomoOHyro wuH(poOpManuoo Oe30macHO BBOJAUTH TOJBKO Ha
3aIUINEHHBIX calTax. YOeauTech, 4TO €ro aapec HauumHaercs ¢ "https://" u HahguTe
MMUKTOrPaMMy, IMOXO0XXYHK) Ha 3alepThll BUCSYMK 3aMOK, B IIPABOM HHWXHEM YIJIy OKHa



Opaysepa. [[BaXxapl METKHUTE MBIIIBIO HA 3HAYKE 3aMKa U MPOBEPHTE, COBMAAACT JIU aJpec,
yKa3aHHbBIA B cepTu(dUKaTe OE30MIaCHOCTH, C TEKCTOM B aJpecHOl cTpoke Opaysepa. Eciu y
BaC OCTaJIMCh COMHEHUS, a BaM HEOOXOIMMO MPOBECTH OMEPAINIO, TPEOYIOIIYIO0 PACKPBITHS
BalllNX JIMYHBIX JAHHBIX, BOCTIOJIB3YyUTECh TENe()OHOM.
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- CasbiBaliTech ¢ 0aHKOM 10 Tese()OHY BCSIKUN pa3, KOIZa CUTyalUsl MOKaXeTCs
BaM MOJIO3PUTEIIBHOM.

- He npoxoauTe mo cchblUIKaM B 3JIeKTPOHHbIX mucbmax B ¢opmate HTML:
KHOEPIPECTYITHUKHU MOTYT CHPATATh aApec MOJJI0XKHOTO CaliTa B CChUIKE, KOTOpask BBITJISAUT
KaK HACTOSIIIINI 3JIEKTPOHHBIN ajpec 6aHka. BMecTo 3TOro CKOMUPYWTE CCHUIKY B aAPECHYIO
CTpPOKY Opay3epa.

- Y0equrtech, 4TO Ballle AaHTUBUPYCHOE pellieHHe CIOCOOHO 0JIOKHPOBATH Mepexo
Ha (PMIIMHIOBBIE CAWTHI WIM YCTAHOBUTE HHTEPHET-0003peBaTeNb, OCHALLICHHBINA (PUILINHT-
bUIBTPOM.

- PeryJsipHo mpoBepsiiiTe COCTOSIHHE CBOMX OAHKOBCKHMX CYeTOB (B TOM YMHCIIE
CUYETOB, K KOTOPHIM MpHBSI3aHbl J€0ETOBBIE W KPEAUTHBIE KapThl) U MpPOCMaTpUBAMTE
OaHKOBCKHE BBIITUCKU, YTOOBI YOAUTHCS B OTCYTCTBUHU "TUIIHUX " OTMEpaInii.

- Cneaure 3a TeM, 4TOObI y Bac Bceraa Oblja YCTAHOBJIEHA IOCJIEIHAA BepPCHSA
HHTEePHeT-0003peBaTess U Bce 00HOBJIECHHUS 0€30IACHOCTH.




